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1Definition
Artificial intelligence (AI) is technology that enables
computers and machines to perform capabilities associated
with human intelligence, including learning, understanding
information, recognizing patterns, solving problems and
making predictions or decisions. Many AI systems used in
health are analytical or predictive: for example, they can
analyze medical images for signs of disease, use patient
information to estimate the risk of developing a particular
condition, or identify patterns in large health datasets.

When applied to digital health today, these capabilities
generally split into two categories: Generative AI and Agentic
AI). Understanding the difference between these two
technologies is key to seeing how medicine is shifting from
automated paperwork to fully autonomous patient care
systems. As a result of these two major advancements,
healthcare is moving rapidly beyond systems that simply
generate medical insights to intelligent agents capable of
managing real-time patient workflows.
In healthcare settings, Generative AI can be used to
summarize patient-doctor conversations into clinical notes,
translate complex medical jargon for patient discharge
papers, or synthesize vast medical literature for research.
Agentic AI can be used to monitor wearable device data (like
a continuous glucose monitor) and automatically adjust an
insulin pump's dosage, or autonomously coordinate a
patient's multi-step referral process between primary doctors,
specialists, and insurance authorization.
Both types of AI are being increasingly used together: the
Agentic system acts as the project manager that breaks
down a complex problem, and calls upon Generative AI as a
specialized tool whenever it needs to summarize a document,
extract insights, or draft communication along the way.

Note: The WHO Strategy was adopted before the widespread
emergence of generative and agentic AI and does not itself
distinguish these newer forms of AI. They are included here
because they have become important to current discussions
about AI, health information and trust.

2Did You Know That...
Health information can reveal highly personal information
about an individual's physical or mental health, diagnoses,
treatments and other aspects of their life. WHO therefore says
that health data should be treated as sensitive personal data,
requiring a high standard of safety and security. This becomes
especially important when large amounts of patient
information are shared or used to develop, test or evaluate AI
systems.

WHO's 2026 Executive Board report reinforces this concern by
identifying patient privacy, informed consent, data protection,
and responsible management of genetic and health data as
important issues as AI becomes more widely used in health.
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2Something to Think About
WHO identifies several conditions needed for health
information to be collected, shared and used responsibly:

Cybersecurity protects health systems and patient
information from unauthorized access, theft or disruption.
Trust building gives patients and health professionals
confidence that digital systems will handle information
responsibly.
Accountability and governance establish the rules for
using health data, who makes decisions and who is
responsible when problems occur.
Ethics asks whether health data and technologies are
being used in ways that respect people's rights and
interests.
Equity seeks to ensure that digital health benefits different
populations and does not increase existing inequalities.
Capacity building gives countries, institutions and health
workers the systems, knowledge and skills needed to
manage digital health.
Literacy helps people understand and use digital-health
technologies and information appropriately.

WHO's 2026 Executive Board report shows why these
protections have become even more important as AI use
expands. Countries need the ability not only to use AI but also
to protect the health information it relies upon, evaluate
whether AI systems work safely and reliably, establish who is
accountable for their use, and respond when problems occur.
Central Question: What protections, rules and capabilities are
needed for patients and health professionals to have good
reasons to trust digital-health and AI systems?

2Something to Think About
Protection of information is an important component of data
governance. WHO also emphasizes the importance of
informing patients about how their health information is being
processed and protected.

For delegates to consider: What information should health
institutions and technology providers communicate about the
security and use of patient data?
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1Did You Know That...
Health information may need to move between many
different digital systems—for example, between hospitals,
clinics, laboratories and public-health authorities. WHO's 2026
Executive Board report uses the term interoperability for the
ability of different digital systems to exchange and use
information. It gives examples of systems that may need to
work together, including electronic health records, laboratory
systems, medical-supply systems, registries and disease-
surveillance systems.

If these systems cannot exchange and correctly use
information, health professionals may not have access to
information they need, and the information available for
research or AI may be incomplete. Making health information
easier to exchange, however, also increases the importance of
controlling who can access sensitive patient data and how
those data are protected.

Something to Think About
WHO recognizes that sharing health data can benefit
individual patients and the wider population—for example, by
supporting health research, tracking disease trends or
improving public-health planning. At the same time, it
emphasizes the importance of obtaining patients' consent to
share their health data when doing so can benefit the wider
population, while giving patients confidence that their
information will be handled responsibly and their privacy
protected.

Central question: When should the health information
collected about individuals be shared or used for purposes
that could benefit the wider population, and what protections
should be required?

2

2Interesting Facts
Health information collected to care for one patient can also
contribute to improving care for many other people. This is
called secondary use of health data. For example, information
originally collected during diagnosis or treatment can later be
used for research, identifying patterns of disease, or
evaluating whether an AI system works reliably.

This is particularly important for AI because testing a system
only with the information used to develop it may not show
how well it will work with different patients. WHO's 2026
Executive Board report emphasizes that data used for AI
should be representative of the populations affected. Health
data collected during ordinary care can therefore have value
far beyond the original reason they were collected—provided
that privacy, consent and other protections governing their
later use are addressed.
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1Interesting Facts
The Global Strategy was developed before the widespread
emergence of today's generative AI, yet WHO had already
identified misinformation and misuse of information as
digital-health concerns.

That earlier concern has acquired new significance because
generative AI can now produce health explanations and
answers that sound convincing even when the information is
inaccurate or unsupported. The problem of determining which
digital health information deserves trust therefore predates
generative AI, even though newer AI systems can make the
problem more difficult.

2Definition
Digital determinants of health are factors that affect whether
people can access and benefit from digital-health services.
These include digital literacy—having the knowledge and skills
needed to use digital technologies and to understand and
evaluate the information they provide—as well as access to
the digital devices, internet and broadband connections
needed to use them.

Access depends not only on whether these technologies and
services are available, but also on whether people can afford
them. Expanding broadband to rural or underserved areas, for
example, will not provide equal access if many people cannot
afford internet service, mobile data or the devices needed to
connect to it. Digital literacy also includes being able to judge
whether health information found online is reliable and
recognize information that may be false or misleading.

WHO's 2026 Executive Board report adds another dimension to
digital inequality. Equal access to an AI-enabled health
service does not necessarily produce equitable results if the AI
works less reliably for some populations because they were
inadequately represented in the data used to develop or
evaluate it. Equity therefore concerns both who can access
digital-health technologies and whether those technologies
work reliably for the different populations that use them.

4Something to Think About
WHO says digital health should be people-centred, meaning
that it should help people protect their health and receive safe
and affordable health care while respecting their privacy and
allowing them to participate in decisions affecting their care. It
should also be evidence-based, so that health information
and recommendations provided through digital technologies
are grounded in reliable medical and scientific evidence.
When people encounter false, misleading or unsupported
health claims through digital technologies, it can become
harder to know what information to trust. 

Central question: What safeguards should be in place to
ensure that digital health serves people's needs, is supported
by evidence and operates in a way that supports trust.?
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5Did You Know That...
WHO calls on countries to establish legal and ethical
frameworks governing digital health rather than leaving
technology developers or individual health institutions to
decide for themselves how health data and digital systems
should be used. Laws can establish enforceable rights and
responsibilities—for example, requirements for protecting
patient information—while ethical frameworks can provide
principles for deciding what uses of health data and
technologies are appropriate. Technical standards can
establish more specific requirements for areas such as
security, data exchange or system performance.

WHO's 2026 Executive Board report makes this increasingly
important for AI. It warns that the rapid growth of AI
applications has outpaced regulatory capacity in many
settings. Regulatory capacity means more than having laws
on paper. Countries also need institutions, trained experts and
procedures capable of evaluating AI systems and
determining whether requirements for safety, quality, privacy
and responsible use are being followed.

Central Question: Which protections for patients and health
data need to be established in law, which can be addressed
through ethical or technical standards, and where is
international cooperation needed?
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1Did You Know That...
Accurate health data are important because decisions made
by health professionals—and increasingly by AI systems—
depend on the information available to them. Inaccurate,
incomplete or outdated information can lead to unreliable
conclusions.

But accurate data are not necessarily enough for an AI system
to work reliably for everyone. WHO's 2026 Executive Board
report emphasizes that data used by AI should also be
representative of the populations affected. For example, an AI
system could be developed using information that is
completely accurate but still work less reliably for some
patients if people like them were poorly represented in the
data used to develop or evaluate it.

WHO warns that without reliable, representative and
interoperable data, AI can amplify existing biases and
inefficiencies rather than correct them.

1Something to Think About
Big data analytics means using computer systems to examine
very large amounts of data to identify patterns, relationships
or trends that would be difficult to find by examining the
information individually. For example, a health system could
analyze records from hundreds of thousands of patients to
determine whether a particular health problem is becoming
more common among certain groups or in certain locations.
AI can go further by using patterns in these data to make
predictions or support decisions—for example, estimating
which individual patients may be at greater risk of developing
that health problem.

Using health data in these ways raises ethical questions. Were
people informed about or did they consent to how their data
would be used? Is their privacy protected? Are the data
accurate and representative of the populations affected? Who
is accountable for how the data and resulting AI systems are
used? Could their use unfairly benefit or disadvantage
particular groups?

WHO's 2026 Executive Board report develops these concerns
further by specifically identifying patient privacy, informed
consent, data protection, benefit-sharing, algorithmic bias,
equitable access to innovation, and diversity and inclusion in
AI research and use. Benefit-sharing, for example, raises the
question of whether populations whose health data contribute
to developing a useful AI technology should also have
reasonable access to its benefits.

Central Question: What rules and protections should apply
when health information from large numbers of people is
used for research, big-data analysis or AI?
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1Something to Think About
Introducing a new digital technology does not automatically
mean that health care will improve. Research and evaluation
are needed to determine what actually happens when the
technology is used: Does it improve the quality or
effectiveness of care? Does it provide accurate and reliable
information? Does it create unexpected risks or harmful
results? Does it work equally well for different groups of people
and in different health-care settings? Are its benefits great
enough to justify the money and resources required to use it?
Answering these questions can help health authorities decide
whether a technology should be used, whether changes or
additional safeguards are needed, and whether continued
investment in it is justified.

WHO's 2026 Executive Board report reinforces this need by
emphasizing AI performance and quality benchmarking,
transparency and validation. These processes can help
determine whether an AI system performs reliably with the
data and populations where it will actually be used, rather
than assuming that successful performance in one setting
means that it will perform equally well everywhere.

Central Question: What evidence should countries require
before introducing a digital-health or AI system, and how
should its benefits, risks and performance continue to be
evaluated after it is in use?
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2Something to Think About
WHO emphasizes that people should have rights when their
health information is collected, stored, shared or used. These
include being able to access their own health information,
receiving understandable information about how and why it is
being used and who may have access to it, and giving
consent when consent is required.

Putting these protections into law is important because it
gives patients rights that organizations handling their health
information are required to respect. This becomes
increasingly important as digital technologies and AI make it
possible to combine, analyze and reuse health information in
ways that patients may not have anticipated when the
information was originally collected.

WHO's 2026 Executive Board report reinforces this concern by
identifying patient privacy, informed consent, data protection,
and governance and stewardship of genetic and health data
as important elements of AI governance. It therefore connects
people's rights over their health information directly to the
growing use of AI.

Central Question: What rights should people have over their
health information, and what laws are needed to ensure that
health-care providers, governments, technology companies
and other organizations respect those rights?

2Something to Think About
Accountability means that organizations and individuals can
be held responsible for how health information and digital
technologies are used. Auditing means keeping and
examining records that make it possible to determine what
happened—for example, who accessed a patient's
information, how it was used or what actions an AI system
recommended. Control mechanisms are safeguards that limit
who can access information or take particular actions.

These protections become especially important with AI
because responsibility may be divided among several actors.
A technology company may develop an AI system, a
government or hospital may purchase it, health professionals
may use it, and a regulatory authority may be responsible for
overseeing it. If patient information is misused or an AI system
contributes to harm, accountability requires a way to
determine what happened and who was responsible.

WHO's 2026 Executive Board report reinforces this systems
approach by emphasizing governance, regulation and
accountability as part of the foundations needed for the safe
use of AI. It also notes that AI is developing faster than
regulatory capacity in many settings, making it particularly
important to establish responsibility before problems occur
rather than trying to determine responsibility only after harm
has occurred. WHO Apps

Central Question: How should responsibility be divided among
AI developers, health-care providers, governments and
regulators when an AI system uses patient information or
influences decisions about patient care?

https://apps.who.int/gb/ebwha/pdf_files/EB158/B158_19-en.pdf?utm_source=chatgpt.com
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Did You Know That...
WHO was already calling on countries to develop the ability
not only to use AI and digital medical technologies, but also to
evaluate and oversee them.

Benchmarking means measuring an AI system's performance
using defined measures—for example, how often a system
correctly identifies signs of disease, how often it misses them
and how often it incorrectly identifies a problem. Validation
examines whether a system that performed well during
development continues to work reliably when used with
different patients or in different health-care settings.
Certification or other regulatory processes can be used to
determine whether a technology meets required standards
before or during its use.

WHO's 2026 Executive Board report makes this earlier
recommendation particularly significant. It states that the
rapid growth of AI applications has outpaced regulatory
capacity in many settings. It also reports work involving WHO,
ITU and WIPO on approaches to AI performance and quality
benchmarking, transparency and validation.
This means that access to AI technology alone does not make
a health system AI-ready. Countries also need trained people,
institutions and procedures capable of determining whether
AI systems are safe, reliable and appropriate for the
populations and health systems in which they will actually be
used.

Definition
An infodemic occurs when people are exposed to a very large
amount of information about a health issue—including
accurate information as well as false or misleading claims—
making it difficult to determine what information is reliable.
This can be particularly dangerous during a health
emergency, when people may need to make decisions quickly
about how to protect themselves or obtain treatment.

Infodemic management involves understanding people's
questions and concerns, identifying false or misleading health
claims, communicating reliable scientific information clearly
and helping people find sources they can trust. For example,
during a disease outbreak, health authorities may need to
respond quickly to false claims about how the disease
spreads, whether a treatment works or whether a vaccine is
safe.

The Global Strategy's inclusion of infodemic management
among the areas in which countries should develop capacity
is important: WHO is treating reliable health information as
part of health-system preparedness, not simply as a
communications issue.
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Something to Think About
Trust should not depend simply on asking people to have
confidence in a new technology. Patients and health
professionals need reasons to trust it. These can include
knowing that patient information is protected, that health
information and recommendations are based on reliable
evidence, that the technology has been evaluated for
accuracy and safety, that its limitations are made clear, and
that someone can be held responsible when problems occur.
WHO's 2026 Executive Board report makes these requirements
more concrete for AI. It emphasizes governance, regulation,
standards, interoperability and strong data foundations and
identifies concerns including privacy, informed consent, data
protection, algorithmic bias and equitable access. It also
emphasizes approaches for evaluating AI performance,
quality and validation.

This suggests an important distinction between trust and
trustworthiness. People can be encouraged to trust a
technology, but a trustworthy system should provide evidence
and safeguards that give them good reasons for doing so.
Central Question: What evidence, information and protections
should patients and health professionals have before they are
expected to trust an AI-enabled health service?

Definition
Dynamic consent refers to approaches that allow people to
make and update decisions about how their personal
information may be used over time, rather than relying only
on a decision made when the information was first collected.
For example, a patient might agree to have health records
used for one research project but later be asked whether
those records may also be used for another study or to
develop an AI system. A digital consent system could allow
the patient to review such requests and change their
preferences.

This becomes particularly relevant when health information
collected for patient care is later proposed for secondary use
—meaning that it would be used for another purpose, such as
research or AI development. Dynamic consent could give
patients a continuing role in decisions about some later uses
of their information rather than treating their original consent
as applying indefinitely to uses that did not exist or were not
anticipated when the data were collected.

Source clarification: The Global Strategy mentions dynamic
consent but does not define it. The explanation above
describes the concept in general usage and should not be
treated as WHO's own definition.
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Something to Think About
An ethics framework provides principles for deciding whether
health technologies are being developed and used in ways
that respect people's rights and protect their well-being. For
digital health and AI, this can include questions such as
whether patient information is protected, whether people are
properly informed about how their data are used, whether
systems produce reliable results, whether they work fairly for
different populations and who is responsible when something
goes wrong.

WHO's 2026 Executive Board report makes these concerns
considerably more specific. It identifies patient privacy,
informed consent, governance and stewardship of genetic
and health data, data protection, benefit-sharing, algorithmic
bias, equitable access to innovation, and diversity and
inclusivity in research and application as issues requiring
attention. 

Two of these ideas deserve particular explanation. Algorithmic
bias occurs when an AI system systematically produces less
accurate, less appropriate or otherwise unequal results for
some groups. This can occur, for example, when particular
populations are poorly represented in the data used to
develop or evaluate the system. Benefit-sharing raises a
different question: if health data provided by a population
contribute to developing a useful technology, should that
population also have reasonable access to the benefits
produced from those data?

An ethics framework therefore asks more than whether an AI
system technically works. It also asks whose data were used,
whose rights are affected, who receives the benefits, who
bears the risks, and whether the technology works fairly for the
different populations it is intended to serve.

Central Question: What ethical principles should govern AI and
health data when potential benefits to health and research
must be balanced with individual rights, fairness and
equitable access?
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