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. Introduction

1

under item 2 of the provisional agenda for the ffteenth meetig of the Working Group on

International Cooperation. I presents an overview o legal and practical considerations, a5
aining o th

through,f i

transmission of nformaton.

Mor 01

available

2023 three pertinent subtopis or further discussian, as follows:2
(@ The electronic transmissio ofintemational coaperation requests:
®)

croccorG s
Coner o1
5o epat o mevtig,CIOCICOPING 320235, pr. 4,

1 Did you know that.

‘The document outlines the significance of
technology in international crimin

advancements like digital

nagement and secure information

transmission. What specific technological tools
are currently used to enhance international
cooperation, and how effective are they in
preventing crime’

2 Did you know that...

‘The use of technology has significantly
of international
tters. Digital case.
ms and secure transmission

between central authorities.
What specific challenges have countries faced
inimplementing these technologies, and how
have they overcome them
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mutal legal assistance.
u

togethervith

Leyl and practical considrations regarding the role and
ology with regard to international
:uaperauon st matiers

Use of artificial intelligence
e advent of Srfcal AEIlEENEEI(AD halds great potental 1o improve cffciency in
.1

il oo maas, b ekl 3nd o Stiors. i i B
lorcement strcturs ars undergong il ransormaton,and AL a6 2 et o aifrent
technol toplay

efectuly

.

. beyond

for example, DA

Further, Al can hel

ot
triangulated o verily events in @ specific time and place. While,in that case of
most of stantial

other

i

i wonder
international lovel would be more approprite.
5 however, the posit

i
0 UNICRI and INTERPOL, one example of possible future use of Al and robotics

216

SACONT 234711, pra. 72

4 | Did you know that...
The Working Group suggested sublopcs e
the electronic transmission of requests and the
use of video- (on'even(eﬂ 'ov ex"admon How
can these technologies be standardized and
widely adop!ed to slveamhr\e international
cooperatior

5 Did you know that.
AT potential i criminal justice includes

ent countres regulating the use

hallenges faced n cross bordr Al
applications?

6  Did you know that...

Did you know that: Al can assist in various
aspects such as DNA analysis and social media
profiling, providing valuable insights that
hum: lysis might miss? However, cross-
border use of Al and handiing electronic
evidence raise complex legal and ethical
challenges.
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. 12 Did you know that..
P cogiton Al-backed tools for evidence gathering can be
particularly valuable in cross-border settings.
e the main challengesin ensuring e
admissblity and pr
he procsssig o igh vilmes of stamdartiond o achomiany aathered evidence i diferent
jurisdictions?
o
o
Oneof
n pracice,
Fuan't
A
o which arts of
need of bing officilly ransited
1
0 jor
atthe stage of
e tead
aftransiatonss
13
Text
crucil
1.
aabstact
trative toxt
o
{estual informaton uch s seied documentaton, automated
T et
Aihough
et
Howser, h

“arifical Tnsligencs and Roboisfor Law Enforcement” (2019 avaiable
ARTIFICIAUINTELLIGENCE_ROBOTICS LAW ENFORCEMENT_WED_0df (i 0, . 10,

gy 54 Etpen i Acry o he gt Faragomt g S

ITSstems nthe, iy and usie)and Eurous, 2022, p. 1617
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I 15
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the quality of the summaris produced.
e .
1o i 16  Did you know that...
Videoconferencing has proven to be an
sential oo for il coopraton
edlor especialy duringthepandernc What
" ure: ento ensure the privacy
and secunly oi v\deo(on'even(e sessions in
Sensitve criminal cases?

i

recordings orimages (2. dentiication of deep fakes).

B. lining case d digitalization efforts
18 Did you know that...
.
reamlne administratve processes, reduce papenwork and expedite case management ital case management systems improve
i ot e e Mot o e g o and onine simiatig efficiency and resource
mansgement n e e Howare these
el i, Moo calcton s s of s greted by gt being implemented invarious
erscions 3nd what mpaci vt they had
et o, ot S, S . o i vy Ao, on reducing case backlogs and enhancing

cooperation:

1. [CaSMARAEEIMN ncentral auhorities obiously reflects progress

of Member

I

electranic platiorms
Fequestsof e com

A A SRR e

15,

cooperation. The exisence o dedicated structures or units withi the cenral

backiogof cases. Further,the use of statistics can facitate more eficient case.

o tomated

regtarit s oevant ' 3 spaiic cass, s sgnfcantly rducing the e or
aonol

i of

Jugicial
e

S AICONF 23411, para. 86

ae vasosm
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project entitled N

by establishing a secured electronic platform for digtal transmission of interational
jucicial cooperation requests. It wil contribute to the adkancement of international

2 m

outgoing by developing a smart database. The igital solution il acvance

legal
‘capacity-bulding activiis for the central authority's personnel

o

Videoconferencing

23, The use f Videoconferencing fas|emerged a5 a priory in the feld of intemational

o travel I bl in most
Gttt s e o e V15 g Did you know that..

24, In cross-border settings, commurication between jucicialautharies of different
Member Videoconferencing has become a ritical tool

other Sates can give evidence.

2.

maximize its effectiven
the decreasi aximize ts affectiveness?

cular e s
spending oy on the Faeporaton o winesice, pmtes o ot onie atter

M

e document discusses the complexities of
2 Pandlmg dghol esercs g e of

authenticity and chain of custody. What best

o oo practices are recommended for maintaining
other uses such as training, communication or education. . the integrity of d'g"a"‘”de”“'
e has rining. ton o education. international cases? Are there any notable case
2. o where ail eadonce pyed 2 pota
role?

Of relevance, in this regard, are artcle 18, paragraph 18, of the United Nations.
18, of

The

conducting hearings with witnesses heard by videoconference.11

Tercn 200877, para. 21

* ot Trona
S E0eNS 5 100
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28 At eporal e, rfrncecn e et the SEGTARGGHGRIOE
Convention on Mutual Assistance in Criminal Matters of 2001 (rtcle 9112 the
Ibem T ——— Veeocaremcng n Ieaonal Coopraon

s of e, adpied n 3 bocmvr 2010 ECONRS oo Fiht

Legal Co, Famity
and Crminal Law of 2002 (artles 6 and 105); and the Scheme Reating to Mutual Legal
114

2.
P i or victim h

Assistance in C

11
Councilof 3 April
Order i criminal matters (rticle 20).18

30, Interms ofsot law standards, the Counclof Europe Guidelnes on

Convenion for
Personal Data.

31, Moreover, the VI Specialized Meeting of Public inistries of MERCOSUR
4 the “Asuncion
Guide onthe Use of Videocanferencing n riminal Poceecings'. The guide

videocanference.

stage of For.

o_Comption carercenterrg)
LS5 R0 oo . spraonl (o comanuestn s
et 2 amszonaivecom)

Adopted by he Eurapean Commission or the Efciency o Jusic (CEPE9) n une 2021

i

© 01130152010, . 1-36,
+ adop

7 Avalabe a1 151221GBR_Guidlines vdeocanferancig o

ae vasosm

28 Did you know that...

The documen discusses he mportanceof
ensuring the admissibilty of electronic
vidence ncourt, What + uidelines o standarcs
0 help countries harmonize thei
Spronchet o handimg elecronic vidence?

31 Did you know that...

Effective international cooperation requires

s il s e e
chanisms can be implemented to.

build and maintain ghs rusty
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a more convenient method of testifying and exercising his or her defence without the
suspect needing to travel (o the county in which the process is being held. Through
videoconferencing, the suspect is allowed 1o exercise s or her right to counsel by
testying

the suspect the possibilty

n requests

3 19
pandemic in the field of ntermational cooperation in criminal matters. As an example, the

electronic means 20
u

generally
"11/1.21 In partcu
farfica
Jementi
enceavour.
35,
Cybererime, held from 27 to 29 July 2020, treamiing and
Inthis context, it vas stressed
byemall
27

netuorks 24

36, An ncreasing number of central utharities worldwide accept emal or the
UNODC study an
the impact of the COVID-19 pandemic on nternationalcooperation in criminal

ral
luding 1

o

s
Sapat e
S onesibmssonl vdencs,

3. rice 15, nid,

ting o, wh bl
under conditons allowing tha tate Paty toestabish authenticty”. A simiar

B CT0C/COPWG.3/202112, garas. 238,
@ Rescluton 171, annex 1 “Ingact f e coronavis isase (COVID-19) o nfenatonal

G e Coguton, . )
i para. ()

i para. ()

UNGBCICCROEG 4202072 pars 32

35 Did you know that..

Cybercime is 2 growing threat tht requires
international cooperation for ef

prevention and response. What strategies can
Eoiniie adopt o orance her cooperation
in combating cybercrime?

16
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provision is contained in article 46, paragraph 14, of the Convention against Corruption.
Aecrding o e 4 s 5 of e o ptonal Pt o the urope

hwnmunn(m 0Ude that th requesing Py s prared, upon regues, (o

oy o esse o s e v e Secromny Corer o Counl of
Europe, establish the conditions under which it shal be wiling to accept and

3,

of

3. ith

hileother i
emal domain, ith the corresponding lower evels ofsecurty. It would be

communication channels.

a
ppor
nths regard,
the
legitimacy of
effectinjudicial procedures.
aL IherRed,
“Iber@”, 1
The Transmision of

Requests for
Known s the Medelln Treaty, does not oblge the parties o use “Toer@” f
Tnemion o fequets o mermatond Ml coapoatin, oot anee e cenal

e
e e o S ek o o e e
the sender must be informed.

Role of technology in promoting judicial cooperation and
formation exchange

cooperation
@

et
rovides fo he drect cammunicaton among centl authrties an the ranemission of
Tequests o them. From a polcy perspective and sinc the ary phases f s work, the

t0ways and means of using technology

ate

S adel_Law_Mutual_Legal_Assistince_2022 p (snode.or)

37 Did you know that...

s5-border data sharing is critical for
Checive miemationa el atice What
are the main challenges faced in ensuring
seamless data exchange, and how can they be
overcome?

38 Did you know that.

Ensuring data privacy and protection is
paramount in international cooperation. H
do ifferenturslctons balance data privacy
with the need for effective criminal
ettt What ameworksare nplace
1o ensure compliance with international data
protection standards?

40 Did you know that...

Effective ossborder dotashring sl
for combating international cr

ecans 4 coente o st adate
seamless data sharing between countries, ant
what cralenges e i tarmricing hese

untries improve

eronerabity ofher s s enhance
cooperation?

E-1 Did you know that...

ecure communication platforms enhance the
efficiency of judicial cooperation by enabling
ik and elableinformation exchange. What
e el features ofthese platforms. and
he dress hesecurity and
eraperaa concom
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cooperation i criminal matters.26

a Eurcjust as
“Cross-Bor fast, reliable and 5
43 Did you know that...
Justice
Plaforms ke Eurojusts *CrossSorder Digital
Criminal Justice” provide secure mi

texts fes.images, audio esages, and wdeo

it il o ol Ensuring neroperabiyand s
o diffrent systems s rucialfor
ool iecive implementation
o
44 Did you know that.
longeido h
compatibity o thesecuriy measures being mplemented.28 e e of e communicaton pleforns
e del
P
platforms in various urisdictions?
it
W
i fissor
Thelast eature,

rtcul
educe delay i responses.

45, Inviewof th ncreasing eeds of practitoners 10 engage i secure

requests. One possibility under examintion s o build on the example of the secure.
further

authorites involved in mutual loga assstance.

a5,

management portal

cooperation

a7, A h3,
endeavour to conduct Law enforcement cooperaton in order o respond t0 transnational
organized rime comitte thraugh the use of mogern technology.

e
annext,par. )
Eu

15id pp. 3 and 51

o116
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Further, according 1o anticle 27, paragraph 1 (), of the Convention, States parties
shoud ke fecive meaurs foenhanc and etablsh chanrels of ommricaton
their competent authorites i order 1 the secure and rapid

exchange of
.
dvery
ful,
the secure and rapid exchange ofinformation 29
a9, 1 h 1, and aticl 1 h1ofthe
Their Pars.
against
bat
their parts and
, Traffcking in
b
Transn:
f Miggants by Land, Sea and
10), subject to
the scope o application of each protocol.
50,
1he challenge
i . thei parts
o
pe
B
countermeasures.30
51, Artile ha,
disposal or destructi ed has the
“golFAR
time. Furthermore, INTERPOL

luding sp
crime. For instance, through the INTERPOL lict Arms Records and Tracing
0 hich over

1 Moreover, the INTERPOL

Er-

Cotntan gast Tl e e ad e Proacls et U tons

publcaton s o €065 24, e o CTOCCOP VG 31202372, ory T

» Entatons Stcof D e o Sorms con eminiaion
Campendium, HOSALC, 0560, Border conrl and o nforcemens ooperaion” 0181 .

10116

50 Did you know that...

Training and capacity building for law
enforcement and judicial personnel are crucial

organizations support capacity building
fforts?
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etk sl th shringand comparin oftlistic dats,nclocng crossbodars to
deter
e can b s n e i rasdor TUTERPO Toos. st 4 - et 1
national central bureaus, the system of international notices and any other INTERPOL
datab n

55 Did you know that...

The document ighights he mportance of
robust legal frameworks to facii

Inaddit
% mlematmna\ cooperation in mmma\
pt e o elements ot an efectve egol
o ramework fr memationalcimine!
[ ? networs. This cooperation? How do diferent countries align
s, ntrn, her aws 1o support such cooparation, and
‘imely manner sk what challenges arise from legal discrepancies?

cooperation are implemented.

53, The Global Operational Network of Ant-Corruption Law Enforcement

56 | Did you know that.
Ll famewors for inematona
cooperaton must adapt to th rapid pace of
GiobE Treems, fechnologial change
ensire thei lega ystems are fese enough
‘technologies while
maintaning robust safequarcs?

1o GlobE
representatives of the GlobE Network members.32

innovations and tailor-made tools

54, A in any other felds or industy,praciioners engaged in intenationl cooperation in
crmial mates xporre i i Gl work h b of i ary of echrlge
appications. UNODC topram kg
g ot made ol ad el o, g e lowng 3

0 18 e ol knoun s e, wheh s peutly bl e he
i ey rodows ik e Ttk o 1o ek 1 h R of he

the Prtacl tereto: the UNODC Drectry of Competnt el Autories; ard the
redeveloped versionof the MutualLegal Assistance Request Wiier Tol

55,
drect fthe contact
Data analyt
a
further use b, the usersofthe directory.
56,
. the Tool

ngn
o Thi, wil,

OB, echical Gid e Inplementation e Pt ao he it
et of nd Trofcking s, .
5 CACICOSPIER1 /20231, par, 3
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synchronizaton and interoperabilty.

G mutual legal assis in or p
electronic evidence

7. A ok uence anbecaned rough o ity Commurcatonsevcs
provr) s o Gt o it s of s provers s ecome il o
suznessml s IvIgsons n et i, £ 1t s, U o
Tnpotan 1o g parhrshs Deween comunicaton s SO
et

5.

development: the
Internetofthings and AL

5.

the

evidence, determine the need for the use of specifc technologles. In the case of the
i

it,be

more susceptibl to vulnerabilies and rsks 34
&0,
management,
6L
condiion

The use of

i o for

TEfo15/202206, para. .
" o an v h evrt pacties deviapd y et sencs oo o
esponding o oerseas govarnment requests o dat, s i UNODC DATA DISCLOSURE
FRAMENGAK (DDF a2 t he SHERLOC Facrne Evaence b

w16

57 Did you know that.

Training and capacity building are crucial for
the efective ue of echnology n nterational
cooperation. What are the most effectiv
taiing rograms currantly avalable, and how

expanded to reach more.
oracioners

60  Did you know that.

Effective cross-border data sharing is essential

rocesses:
introperablty of thei stems to enhance
coopers

Secure communication platforms enhance the
effciency of judicial cooperation by enabl
quick and reliable inform:

interoperability concerns?
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H.Human rights considerations

6

Howersr cauion i e n he secic application of these to0ls 10 ensure responsbls

and et

o o b s an e kg ey v s Tniatrs 1 Pl
andcivi lberties.

&
0t "
These.
incividual an to aneffective remecy an fairtrial.
o, i
tabilty,bias and
T syst 4 the .
First, the
with a given pi Insofar as individuals i a legal
, oven with
" finvest

the principle of equaliy of arms.

&5, forthefist
promotion of “safe, secure and trustworthy” A systams thatwillalso benefit

“to refain fr

reaffrmed that

66, y

dict

oversight of the use o those techniques and observance ofthe rinciles o legality,

the sake o

tralstandards.

67, Mor

1. e et sltion 4765
 Croc oG 3037 e

62 Did you know that...

The document empheizes the mportance of
future-proofing legal frameworks t
ceommodats sechological avancements
What strategies can countries adopt to ensure
their legal systems remain relevant and
ctive?

Did you know that..

Training programs for law enforcement and

Can it b taiored to difierent regions?

Legal and ethical considerations must be at the.
g ne

forefront when implementing new.
technologies in criminal justice.

How
Counties ensure that il use of technology
aligns with international human rights
standards?

13116
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the need for procedural legislation granting powers to competent law enforcement
Sthariis 1o ghver loctrone ondence elciel wie Sbenig conkdenaty,
et s, o rocs nd ot s e

e
38The
to
limitatons of
tights or unfalr reatmen.
.
wellas
design
i
trial, Furth
et
Justce, track the

o
standards and principts.

L. Capacity-building and technical assistance needs

.

skills and knowledge to_effectvely utlize these technologies. The lack of technological

The discrepancy in skil sets among practfoners presents a barier 1o mearingiul
st hamatora cpoaie ivough technaageal cannels,undrsorig e

skl of practitioners.

7.
challenges during the ransition to igital platforms. Access to, and proper use of,

crime that explois advancements i technology.

7,

Moreower,

OO 3262 a0
 ACONF.Z34/11, para,

116

68 Did you know that.

Balancingthe use oftechnologyand he
ighs s esental, What

ealoqea shomcamants oot afinge on
individual rights and freedoms?

60 Did you know that...

Emerging technologies like drones and the
Internt o Things (oD are transforming rme
detection and prevention. How are th
technologies being uized In nterational
criminal justice, and what ethical and
operationalcorideration need o be

ssed?
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Mener it reod o Bronetsncoopstn vith UINOD ar e o
o TG SSHENE ST o exorc e e f oo nd

recommendations of the Kyato crime congress workshop on curent ciime trends, recent

crminal matters through the use of technology and innovatve tool by practtoners and

toals 40
.
Intemational P 01

d jorisdict
courtal

e ross Bt thSavceFoers appithe T Traner
Module and the Catalogue ofCross-Border Exerise

7.

and culivatng expertise within the realof cyberspace.
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documenting the dynamics of smuggling. This, in tum, could contribute 0 the early
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countries.44
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